Pepakmus ot 1 4HB 2018

®enepasibHBIN 3aK0H OT 26.07.2017 N2 187-®3

O 6e30macHOCTH KPUTHUUECKOU NH(POpMAITMOHHON
nH@pacTpykrypbl Poccuiickon ®eaepamun

CtaTtbsa 1. Chepa aencrema HacTtosiwero ®eaepansHOro 3akoHa

Hacrosmuii ®enepanbHbIl 3aKOH PETyJIHUPYET OTHOIIEHHUs B obJlacTH obecreueHus
0e30MacHOCTH KPUTHYECKOW HWHGPOPMAIMOHHON WHMpPaAcTpyKTyphl Poccuiickoit
denepanuu (1ayiee TakKe - KpUTUUecKass MHQOpManuoOHHAsA HH(PPACTPYKTypa) B HEAX
ee YCTOfI‘II/IBOFO ¢)YHKHHOHHPOB3HHH IIpu IIPOBEACHHNHU B OTHOILIIE€EHUU ee
KOMIIBIOTEPDHBIX aTaK.

CtatbA 2. OCHOBHbIE NOHATUSA, ncnosib3yemMbie B HaCTosiLuem CDenepaanOM
3aKOHe

Jlnsa uesiedt Hacrosiiero ®eaeparbHOTO 3aKOHA UCIIOJIB3YIOTCS CJIEIYIOIEe OCHOBHBIE
MMOHSATHUA:

1) aBTOMAaTHU3WPOBAaHHAs CHUCTEMA YyIOpaBJEHHA - KOMIUIEKC IIPOTPAaMMHBIX U
MPOrPaMMHO-AMIapaTHbIX  CPEJCTB, IpeJAHAa3HAYEHHBIX JUIA  KOHTPOJIA  3a
TEXHOJIOTUYECKHUM W (MJIH) IMPOU3BOJICTBEHHBIM 000py/ZOBaHUEM (MCIOJTHUTEIBHBIMU
YCTPOMCTBAMM) W NPOU3BOAUMBIMU HMHU IIPOLIECCAMH, a TakKyKe I YIIPaBJIEHUS
TaKUMHU 000pY/TOBAaHUEM U IIPOIECCAMU;

2) 0e30MaCHOCTh KPUTHUYECKOW WH(OPMAIMOHHON WHQPPACTPYKTYPhl - COCTOSHUE
3AIUIIEHHOCTU KPUTHYECKOU NHPOPMAIIMOHHON HH(PPACTPYKTYPhI, 00eceunBaoIiee
ee ycToM4yrBoe (PYHKITMOHUPOBAHKE IPU IPOBEIEHUN B OTHOIIIEHUM €€ KOMIIbIOTEPHBIX
aTak;

3) 3HAUUMBIH OOBEKT KPUTHUECKONH HHGPOPMAIMOHHON HHQPACTPYKTYPHI - OOBEKT
KpUTUYECKOM WHOOPMaIMOHHOU HHQPACTPYKTYphl, KOTOPOMY IIPUCBOE€HA OJIHA U3
KaTeropuil 3HAUMMOCTU U KOTOPBIM BKJIIOUEH B peecTp B3HAYMMBIX OOBEKTOB
KpPUTUYECKON NHPOPMaMOHHOU UHPPACTPYKTYPHI;

4) KOMIIbIOTEpHAsA aTaka - IieJieHalpaBjeHHOe BO3/elCTBUE NMPOTPAaMMHBIX U (M)
IIPOrPaMMHO-aNMNapaTHhIX CPEeACTB Ha OOBEKThl KPUTHUYECKOU UHGPOPMAIMOHHON
UHPACTPYKTYpPhl, CETH  JJIEKTPOCBA3H,  WCIOJb3yEMblE JJiA  OpPraHU3AI[UN
B3aMMOJIEHCTBUSI TaKUX OOBEKTOB, B IEJAX HapymieHUs U (WIM) MpeKpalleHUus UX
(dyukumonupoBanusa u (Win) co3dmaHusA Yrpos3bl Oe3omacHOCTH 0OpabaThIBaeMoit
TaKUMU 00beKTaMU UHGPOPMAIUH;

5) KOMIIBIOTEPHBIM WHIOUAEHT - GaKT HapymeHusa u (WiId) IpeKpalieHus
(pyHKIMOHUPOBaHUA 00BEKTa KPUTUUYECKOU HHGOPMAITUOHHON UHPPACTPYKTYPHI, CETH
3JIEKTPOCBA3H, HCIIOJIb3yeMOU JIJIsl OPraHU3allUU B3aMMOJIENCTBUA TaKUX 00BEKTOB, U
(nnu) HapymieHusa 6e3omacHOCTH 0OpabaThiBaeMoOl TakuM 00BbeKTOM MH(MOpMAIUH, B
TOM YHCJIe TPOU3O0IIEAIINI B pe3yIbTaTe KOMITBIOTEPHOU aTaKH;

6) kpuruueckass wuHGOpPMAIUOHHASA WH@PPACTPYKTYpa - OOBEKTHI KPUTHUUECKOU
HHDOPMaIMOHHOU NHPPACTPYKTYPHI, a TAKXKE CETH JIEKTPOCBI3U, UCIOIb3yeMble JJIs
OpTraHU3aIUH B3aUMO/IEHCTBUA TAKUX O0OHEKTOB;



7) OOBEKTHI KPUTHUECKON WH(POPMAIMOHHON WHOPACTPYKTYphl - HHGPOPMAIMOHHBIE
cucTeMbl, WH(POPMAIMOHHO-TEJIEKOMMYHHUKAIIMOHHbIE CETH, aBTOMAaTHU3WUPOBAaHHBIE
CUCTEMBI YIIPABJIEHUs CyO'hEKTOB KPUTUUECKON MH(POPMAITMOHHOU HH(PPACTPYKTYPHI;

8) cyOBeKThl KpUTHYECKOW WH(GOPMAIIMOHHONW WHQMPACTPYKTYPHI - TOCY/IapCTBEHHBIE
OpraHbl, TOCy/IapCTBEHHBIE YUPEXK/IEeHUs, POCCUUCKUE IOpHuAnYecKue Jjuna u (wim)
WHIVUBUAYAJIbHBIE TIPEIITPUHIMATEIN, KOTOPHIM Ha IpaBe COOCTBEHHOCTH, apEH/Ibl WJIN
Ha WHOM B3aKOHHOM OCHOBAaHWHM NPUHAUIEKAT WHGOPMAIIMOHHBIE CHCTEMBI,
nHGOPMAIIMOHHO-TEIEKOMMYHHUKAIITMOHHBIE CETH, AaBTOMATU3WPOBAaHHBIE CHUCTEMBI
yIpaByieHus, QYHKIHOHUPYIOIHE B chepe 3/[paBOOXpaHEHUs, HAYKH, TPaHCIIOPTA,
CBS3U, DHEPreTHKH, OaHKOBCKOU cdepe M UHBIX cdepax (HUHAHCOBOTO PBIHKA,
TOIIMBHO-3HEPTETHYECKOTO KOMILJIEKCa, B 00JIaCTU aTOMHOM SHeprud, 000pPOHHOU,
PAKETHO-KOCMHYECKOH, TOPHOAOOBIBAIONIEN, METAJUIYPrUUECKOM U XHUMHUYECKOU
MMPOMBINIVIEHHOCTH, POCCUHMCKHE IOpUAWYECKHe Juna ©W (Win) WHAUBUyaJIbHbBIE
MIpeAIpUHIMATEIHN, KOTOPbIEe 00eCIIeunBalOT B3aNMO/IEHCTBHE YKA3aHHBIX CHCTEM WJIU
ceTex.

CraTtbsa 3. [lpaBoBoOe perynupoBaHue OTHOLUEHUW B obnactu obecneyeHus
6e30nacHOCTU KPUTUYECKON NH(POPMaLIMOHHON MH(DPACTPYKTYPbI

1. OtHOMIEHU: B 001acTu oOecriedyeHns 0€30MMaCHOCTH KPUTHUECKON NHPOPMaIMOHHOM
UHQPACTPYKTYPbl PEryJupyioTca B cooTBeTcTBUM ¢ KoHcrutynmen Poccuiickou
®enepanuu, o0IMIENPU3HAHHBIMY IIPUHITUIIAMA U HOPMaMHU MeXX/IyHAapOJHOTO IIPaBa,
HacroAamuM ®DenepasibHBIM 3aKOHOM, JpYruMH ¢efepalbHbBIMU 3aKOHAMH U
IIPUHUMAaeMbIMH B COOTBETCTBUM C HUMU UHBIMU HOPMAaTHUBHBIMHU IIPABOBBIMU aKTaMU.

2. OcobeHHocTH NpUMeHeHUs HactosAmero ®denepasbHOrO 3aKOHA K CETAM CBA3H
00111ero MoIb30BaHUsA onpeaessaoTes PenepaybHBIM 3aKOHOM OT 7 UIOJIA 2003 roza NO
126-®3 "O cBA3u" W TPUHUMAeMbIMH B COOTBETCTBHM C HHUM HOPMATHBHBIMHU
paBoBbIMU akTaMu Poccutiickoit @eneparnuu.

CraTtba 4. NMpuHUunbI obecnevyeHnss 6€30NaCHOCTU KPUTUYECKOMN
MHOPMaLMOHHON UHDPACTPYKTYPbI

[Mpunmumamu  obecrieyeHus1  0GE30MACHOCTH  KPUTHYECKONH  MHGOPMAIMOHHOMN
UHGPACTPYKTYPHI SABJISIOTCA:

1) 3aKOHHOCTb;

2) HENpPEepHIBHOCTh W KOMIUIEKCHOCTh oOOecreueHuss 0e30MacHOCTH KPUTHYECKOU
UHPOPMAUMOHHON UWHQPPACTPYKTYpPhl, [IOCTUTaeMble B TOM 4YHCJE 34 CUeT
B3aMMO/IEMCTBUA YIIOJTHOMOUEHHBIX (he/lepaIbHbIX OPTAHOB UCIOJIHUTEIBHOU BIACTU U
CyO'bEKTOB KPUTUUECKON NHMOPMAITMOHHON NHPPACTPYKTYPHI;

3) IpUOpPUTET NPEeAOTBPAllleHNsI KOMIBIOTEPHBIX aTaK.

Cratbsa 5. locyaapcTBeHHasa cuctema oGHapyXXeHusi, npeaynpexaeHus m
NMKBUAALMN NOCNEeACTBAN KOMMbIOTEPHbIX aTaK Ha UH(POPMaLIMOHHbIE pecypCbl
Poccuinnckon ®enepaummn

1. TocymapcTBeHHass cucremMa OOHapy:KeHUs, NpeAYIpeXJeHUs U JUKBUJAIUU
MOCJIEJICTBUM KOMIBIOTEPHBIX aTak Ha WHQPOpPMalIMOHHBIE pecypchl Poccuiickoi
denepanuu  mpeAcTaBiseT cOOOU €AWHBIN TEPPUTOPHUAIBLHO  PACIpPeIeIeHHBIN
KOMILJIEKC, BKJIIOUAIONIUM CHUJIBI U CPEZACTBA, Ipe/lHAa3HAUEHHbIE /i OOHApy:KeHUs,
MpelynpexeHus 1 JUKBUAAINN MOCIe[CTBUN KOMIIBIOTEPHBIX aTaK U pearupoBaHUS
Ha KOMIIbIOTEPHbIE UHIIU/IEHTHI. B 1es1ax HacToAmel craTbu 1o, nHGOPMAIUOHHBIMHI
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pecypcamu Poccuiickoii ®enepaniuu TOHUMAIOTCS WHGPOPMAI[MOHHBIE CHCTEMBI,
MHPOPMAIMOHHO-TEJIEKOMMYHUKAIITMOHHBIE CETH M aBTOMATH3WUPOBAHHBIE CUCTEMBI
yIpaBJeHus, HaxojfAlluecs Ha Tepputopuu  Poccuiickoir  ®Deneparuu, B
MUIUIOMATHYECKUX IIPEJICTABUTENBCTBAX U (WIM) KOHCYJIBCKUX  YUIPEXKIEHUX
Poccutickoit ®eneparum.

2. K CujiaM, IIpeJHa3HAaYC€HHbIM [JI O6Hapy}KeHI/I}I, InpeaynpexacHud n JJUKBUJallnn
HOCJIGI[CTBI/Iﬁ KOMIIBIOTEPHBIX aTaK W pEarupoBaHHA HA KOMIIBIOTEPDHBIC HMHIINJACHTDI,
OTHOCATCA:

1) ToApasJieJiIeHusl W JIOJDKHOCTHBIE JiMIa ¢elepaibHOTO OpraHa HCIOJTHUTETLHOU
BJIACTH, YIOJHOMOYEHHOTO B  obiylactu  obecneueHUs1  (PyHKIIMOHUPOBAHUS
TOCy/IapCTBEHHON CHCTEMBI OOHAPYKEHHs, TMPEAYNPEXRASHUSA U JIUKBUJAINU
MOCJIEZICTBUN KOMITBIOTEPDHBIX aTak Ha WHGOPMAIIMOHHBIE pecypchl Poccuiickou
Qenepanuu;

2) opraHu3anus, coszilaBaeMas ¢elepaJbHBIM OPraHOM HCIIOJIHUTEIHHON BJIACTH,
YIIOJIHOMOYEHHBIM B obOsyactu obecreueHusi (PYHKIIMOHHUPOBAHUSA TOCYJApPCTBEHHOU
CHUCTeMBbl  OOHApy:KeHUs, UpeAyNpeXAeHUs U  JIMKBUJAIUU  IIOCJIEJICTBUI
KOMIBIOTEPHBIX aTak Ha WH(OpMamuoHHble pecypchl Poccuiickont ®enepanuu, i
obecrieueHUs1 KOOPAUHAIINU JIeSITEJIBHOCTH CyObeKTOB KPUTUIECKON MH(POPMAITMOHHOMN
MHOPACTPYKTYPHl IO BOIpocaM OOHApPY:KeHUs, TPEeAYNPEXRIAEHUS U JIMKBUIALNU
MOCJIEAICTBUN KOMIIBIOTEPHBIX aTaK M pearupoBaHUA HAa KOMIIBIOTEPHblE WHIIU/IEHTHI
(manee - HAMMOHAIBHBIN KOOPIMHAIIMOHHBIHN IIEHTP 10 KOMITBIOTEPHBIM UHITUIEHTAM);

3) moapasziesieHus U JOJDKHOCTHBIE JIUIA CYOBEKTOB KPUTHYECKON MHGOPMAIIMOHHON
UHQPACTPYKTYPhI, KOTOpble IPUHUMAIOT y4acTue B 0OHApYy>KEeHUU, NIpelylpexJeHuU 1
JIMKBUJIAITUY TIOCJIEICTBUN KOMIIBIOTEPHBIX aTaK U B pearipOBaHUM Ha KOMIIBIOTEPHBIE
UHIUJEHTHI.

3. CpencrBamu, TmpeAHA3HAYEHHBIMH I OOHApY)KEHUs, TPEAYNpPEXKAeHUs U
JIMKBUJIAIIUY TIOCJIEJICTBUN KOMIIBIOTEPHBIX aTaK W PearupoBaHUsA HA KOMIIBIOTEDHBIE
UHITUJIEHTDI, SIBJIAIOTCA TEXHUYECKHe, IIPOTPaMMHBIE, IPOTPAMMHO-alIapaTHble U
WHBIE CpeJicTBa /i oOHapy:keHHsA (B TOM uHcIe /JIA I[OWCKA TPU3HAKOB
KOMIIBIOTEDHBIX aTaK B CeTAX 5JIEKTPOCBA3U, HCIOJIb3YEMBIX [UJII OpTraHU3aIluUu
B3aMMOJIEUCTBUS OOBEKTOB KPUTHUECKOU WHMOPMAIMOHHON UHQPACTPYKTYpPHI),
TIpelypexAeH s, JUKBUAAINN MOCJIE/ICTBUA KOMIBIOTEPHBIX aTak U (win) oOMeHa
nadopmanmelr, HeoOXOAMMOU  CcyOBEKTaM  KpUTHUYeCKOH  uHGOPMAIMOHHOMN
UHPPACTPYKTYphl TIpU OOHAPYKEHUU, NpeAylpexkaeHun u (Win) JUKBUAAIUN
MOC/IE/ICTBUN KOMIIBIOTEPHBIX aTaK, a Takke Kpunrtorpadudeckue CpesicTBa 3alIUThI
Takoi NHOpMaILNU.

4. HamuoHaspHBIM KOODAWHAIIMOHHBIM IIEHTP IO KOMIIBIOTEPHBIM HHIUJAEHTAM
OCYIIIECTBJISIET CBOIO JIeATEJIBHOCTh B COOTBETCTBUU C IOJIOKEHUEM, YTBEp:KIaeMbIM
(enepasibHBIM OpraHoOM HCIOJHUTEJIBHON BJIACTH, YIIOJTHOMOUYEHHBIM B 0OJacTH
obecrieuenusi (QYHKIIMOHUPOBAHUS  TOCYy/IaPCTBEHHON  CHCTeMBI OOHapy»KeHUs,
MpeynpeXaeHuss W  JIMKBUJAIIUKU  TIOCJIEICTBUA  KOMIBIOTEDHBIX aTak Ha
uHdopMannoHHbIe pecypcebl Poccuiickoit @enepanuu.

5. B rocymapcTBeHHOU! cucTeMe OOHaApy»KeHUs, TPEAYNPEXKAEHUA U JIMKBUIAIUN
MOCJIEJICTBUM KOMIBIOTEPHBIX aTak Ha WHQPOpPMalIMOHHBIe pecypchl Poccuiickoi
denepaniu  OCyIIECTBIAIOTCA cOOpP, HaKOIUJIEHHWe, CHCTeMaTHU3alys ¢ aHaIu3
nHpoOpManuy, KOTOpasg IIOCTyllaeT B JIAHHYI0 CHCTeMy 4Yepe3 CpeJCTBa,
Ipe/IHa3HAYEHHbIE JJIs1 OOHAPYKEHUs, IPeAyIPeKIeHNs U JUKBUAAINN MTOCIeCTBUIN



KOMIBIOTEDHBIX  aTak, WHQOpMAIUKU, KOTOpas IMpeACTaBJsgeTcs CyObeKTaMu
KPUTUYECKON WHQOPMAIMOHHON UWHQPACTPYKTYpbl U (¢eZlepaIbHbIM OpPraHoM
HCIIOJTHUTEJIBHOU BJIACTH, YIIOJTHOMOYEHHBIM B OOJiacTu obecrnevyeHUs 0Oe30MacCHOCTH
KpUTUYECKOH uHGOPMAIUOHHON uHPpacTpykTypbl Poccuiickoit ®eneparun, B
COOTBETCTBUU C IepeyHeM UH(OpMaNUU U B MOPsA/Ke, OnpeeaseMbIMu de/iepaaTbHbIM
OpPTraHOM WCIOJHUTEJIBHOU BJIACTH, YIOJHOMOYEHHBIM B 00jacTu obecreueHus
(PyHKIIMOHUPOBAHUSA TOCY/IAPCTBEHHOU cucTeMbl OOHADPY:KEHUs, MPEAyNpeXKIeHUus U
JIMKBUJIAIIUM TIOCJIEJICTBUN KOMIBIOTEDHBIX aTak Ha HHGOpPMAIMOHHBIE peCcypChl
Poccuiickoit ®enepanuu, a Takke WHOOPMAIMHM, KOTOpPas MOXKET HPEACTABIIATHCSA
UHBIMH He  SBJAIOINUMUCH  CyOBbEKTaMU  KPUTHYECKOW  HHGPOPMAITMOHHOMN
UHQPACTPYKTYpPhl OpraHaMHU U OPraHU3ANUAMU, B TOM YHCJI€ HHOCTPAHHBIMH U
MeKYHapPOIHBIMU.

6. ®enmepanbHBIA OpraH UCIIOJHUTEJIbHON BJIACTH, YIIOJJHOMOUYEHHBIA B 00J1aCTH
obecrieuenusi (QYHKIIMOHUPOBAHUSA TOCYAPCTBEHHON  CHCTeMBbl OOHapy:KeHU,
Npefynpex7eHus W JIMKBUJAIIMU  TOCJEJCTBUA  KOMIIBIOTEDHBIX aTak  Ha
nHdopmanmnoHHble pecypcbl Poccuiickoil ®enepanyu, opraHusyeT B yCTAHOBJIEHHOM
UM mopszke oOMeH nHGpopMaIell 0 KOMIBIOTEPHBIX MHITUAEHTaX MEXKAY CyOheKTaMu
KPUTUYECKOH WHGOPMAIMOHHON WHQPACTPYKTYPhl, a TakKkKe MeXAy CyOheKTaMu
KpUTHUYECKOU WH(POPMALMOHHON MHQPACTPYKTYPhl M YIIOJITHOMOYEHHBIMU OpraHaMu
WHOCTPAHHBIX rocy/IapCTB, MEXXAYHAPOHbIMU, MeKIYHAPOHBIMU
HeNpaBUTEJIbCTBEHHBIMU OpPTaHU3aIUsAMU U HHOCTPAHHBIMU OpPTaHU3AINUAMU,
OCYIIECTBJIAIONIUMU JeATETbHOCTh B O0JIACTH pearupoBaHUs HA KOMIIBIOTEPHBIE
WHIU/IEHTHI.

7. IlpeocraBiieHre U3 TOCY/IapCTBEHHON CHUCTEMBI OOHAPYKEHUS, TIPEYIPEKIEHUA U
JIMKBUJAIIUN IIOCJEACTBUA KOMIIBIOTEPDHBIX aTak Ha WH(GOPMAIUOHHBIE PECYPCHI
Poccuiickoit ®eneparum CBeJEHUH, COCTABJIAIOIINX TOCYaPCTBEHHYIO JIMOO HHYIO
OXpaHsSIEeMYI0 3aKOHOM TalHYy, OCYIIECTBJISIETCS B COOTBETCTBUHU C 3aKOHOJIATEIHCTBOM
Poccuiickoit ®eneparnumn.

Crtartba 6. NMNonHomouusn MNpe3naeHta Poccunckon Pepepaumm n opraHoB
rocyaapctBeHHou Brnactu Poccunckon ®epnepaumm B obnactu obecneyeHus
6e30nNacHOCTU KPUTUYECKON NH(POPMALIMOHHON MHPACTPYKTYpPbI

1. [Ipe3ugent Poccutickoit desrepariuu onpesenser:

1) OCHOBHBbIE HAIIpaBJIEHUs TOCY/IapCTBEHHON IOJUTHUKU B oOJslacTu obecredeHUs
0e30MacHOCTH KPUTHUECKON HHGOPMAITMOHHON HHDPACTPYKTYPHI;

2) ¢enepaspbHBIA OpPraH HCIOJHUTEIBHONU BJIACTH, YIOJTHOMOYEHHBIA B 00JACTH
obecrieueHnsi 06e30IACHOCTH KPUTHUYECKOW WHGOPMAIIMOHHON HHQPACTPYKTYPhI
Poccuiickoit ®enepanuuy;

3) denmepanbHBIM OpraH HCIOJHUTEJILHOW BJIACTH, VIIOJITHOMOYEHHBIH B obJacTu
obecrieueHUs1 (PYHKIIMOHUPOBAHUS TOCY/IADCTBEHHOM CHUCTEMBI OOHAPYKEHUS,
NPEeAYIPEXAeHUST W  JIMKBUJAIIUM  IIOCJIEACTBUH  KOMIIBIOTEDHBIX aTaK  Ha
nHdopMaloOHHbIe pecypchl Poccuiickont ®enepanuu;

4) TOpSJOK CO3/[aHUS ¥ 33/a4d  TOCYJApCTBEHHOW CHCTEMBI OOHaApyKeHUs,
MpeynpexXaeHuss W  JINKBUJAIIMU  TOCJIEJICTBUA  KOMIIBIOTEDHBIX  aTak  Ha
nHdopMannoHHble pecypchl Poccuiickoit Peseparnuu.

2. IIpaButenbcTBO Poccutickont @esrepaium yecraHaBJIUBAET:



1) TOKa3aTeau KPUTEPHEB 3HAYMMOCTU OOBEKTOB KPUTHUUECKOW WHMOPMAIMOHHOU
UHPACTPYKTYpPhl U WX 3HAUEHUs, a TaKKe IMOPSIJO0K M CPOKH OCYIIECTBIIEHUS HX
KaTerOpUpPOBAHUS;

2) TOPSAOK OCYIIECTBJIEHUS TOCYAAapCTBEHHOTO KOHTPOJISI B 00J1acTH obecreueHus
0e30macHOCTH 3HAYHUMBIX 00BEKTOB KPUTUYECKOH UHOPMaAITMOHHOU

UHDPaACTPYKTYPHI;

3) TOPAJIOK IIOATOTOBKHU U KCIOJIB30BAHUS PECYPCOB €IWHOU CETH 3JIEKTPOCBSI3H
Poccuiickoit ®enepanun yisi obecriedeHus (PYHKIIMOHUPOBAHUA 3HAYUMBIX OOBHEKTOB
KPUTHYECKON MHGOPMAIIMOHHON NH(PPACTPYKTYPHI.

3. denepaybHBIA OpraH HWCIOJHUTEJBHOU BJIACTH, YIIOJHOMOUYEHHBIH B 00JacTh
obecrieueHusi 0e30MaCHOCTH KPUTHUECKONW WHQMOPMANMOHHOU WHQPPaCTPYKTYPhI
Poccutickoit ®enepanuu:

1) BHOCUT TIPEJJIOKEHUs O  COBEPIIEHCTBOBAHMM  HOPMAaTHBHO-IIPABOBOTO
peryJIMpOBaHUs B obstactu obecreueHUs Oe3omacHOCTH KPUTHYECKOU
nHpopManmoHHON MHOpPacTpyKTyphl [Ipe3uaenty Poccutickoii ®emepanyu u (uim) B
[IpaBuTenbcTBO Poccuiickoit ®enepanumy;

2) YyTBEp:KJAeT TMOPAAOK BeJIEHUS peecTpa 3HAYUMBIX OOBEKTOB KPUTHUYECKOU
UHPOPMaAIMOHHON NH(PPACTPYKTYPHI U BeIET JaHHBIU pEeecTp;

3) yTBepxkaaeT (opMy HaIpaBJIeHUs CBEJIEHUH O pe3ysbTaTaxX MPHUCBOEHUSA OOBEKTY
KPUTHUUYECKOU MHPOPMAIIMOHHON WH(QPPACTPYKTYPhl OJJHOM M3 KATErOPUU 3HAYMMOCTHU
Jin00 006 OTCYyTCTBUY HEOOXOUMOCTHU ITPUCBOEHUS €My OJHON U3 TAKUX KaTErOPHUH;

4) ycTaHaBiuBaeT TpeboOBaHUA MO obecreyeHNI0 0e30MaCHOCTU 3HAUYUMBIX O0BEKTOB
KPUTUYECKOH WH(MOpMaNUuOHHOU WHMPACTPYKTyphl (TpeboBaHUS 1O 0bOeCcIeueHUIo
6e3omacHOCTH MHGOPMAIIMOHHO-TEJIEKOMMYHUKAIIMOHHBIX CETEH, KOTOPHIM IIPUCBOEHA
O/lHA U3 KaTeropuil 3HAUMMOCTHU U KOTOpbIE BKJIIOUEHBI B PEECTP 3HAYMMBIX OOBEKTOB
KpUTHYEeCKOH  MH(POPMAUMOHHON  UHQPACTPYKTYphl,  YCTAHABJIMUBAIOTCA IO
COIJIACOBAHUIO € (pe/lepaIbHBIM OPraHOM HCIOJHUTEIBHON BJIACTH, OCYIIECTBIIAIONIUM
(dyHKIMU 10 BRIPAOOTKE M peau3aIuil rOCyapCTBEHHOUN MOJUTUKA U HOPMATHUBHO-
MIPABOBOMY DETYJIMPOBAaHUIO B O0JIACTH CBS3HM), a TaKKe TPeOOBAHUS K CO3/IAHUIO
cucreM 0€30MAaCHOCTH TAaKMX OOBEKTOB M O0eCHevYeHUI0 uX (QYHKIMOHUPOBAHUA (B
06aHKOBCKOH cdepe u B UHBIX cepax GUHAHCOBOTO PHIHKA YCTAHABIUBAET YKA3aHHBIE
TpeboBaHus 110 corsiacoBanuio ¢ llenTpasbHbiM 6aHkoM Poccuiickoit @eneparun);

5) OCYIIECTBJISIET TOCY/IAPCTBEHHBIN KOHTPOJIb B 00JsIacTu obecrneueHusi O€30MMacHOCTH
3HAUMMBIX OOBEKTOB KPHUTHUECKON WH(POPMAIMOHHON WHPPACTPYKTYphI, a TaKKe
yTBep:kzaer ¢GOpMYy akTa MPOBEPKHU, COCTABJSAEMOro MO UTOraM HIPOBEIEHUA
YKa3aHHOTO KOHTPOJIA.

4. ®enepasibHBI OpraH WCIIOJHUTEIBHON BJIACTH, YIOJHOMOYEHHBIH B o00JiacTu
obecrieueHUs1 (PYHKIIMOHUPOBAHUS TOCY/IaDCTBEHHOM CHUCTEMBI OOHAPYKEHUS,
NPEeAyNIPEXXAeHUsT W JIMKBUZAIIUM  IIOCJEACTBUN  KOMIIBIOTEDHBIX aTaK Ha
nHdopManoHHbIe pecypchl Poccuiickoit @eneparnuu:

1) BHOCUT TIPEJJIOKEHHS O  COBEPIIEHCTBOBAHUM  HOPMATHBHO-IIPABOBOTO
peryJnpoBaHus B obstactu obecrieueHUA OGe3omacHOCTH KPUTHYECKOU
nHpopMmanmoHHON MHOpPacTpyKTyphl [Ipe3uaenty Poccutickoit @emepanyu u (mim) B
[IpaBuTtesnbcTBO Poccuiickoit @enepanuu;



2) co3/1aeT HAIlMOHAJIbHBIA KOOPAWHAIIMOHHBIHN IIEHTP 10 KOMITBIOTEDHBIM HHITU/IEHTAM
U YTBEPIK/IAET IT0JIOXKEHHE O HEM;

3) KOOpPAWHUDPYET JeATeJbHOCTh CyOBEKTOB KPUTUYECKONW HWHGPOPMAIMOHHON
MHOPACTPYKTYPHl 10 BOIpocaM OOHApY:KeHUs, HpeAyIpexXAeHUs U JIMKBUIAIUI
TIOCJIEJICTBUH KOMITBIOTEPHBIX aTaK M pearupoBaHUsA Ha KOMIIbIOTEPHBIE UHITU/IEHTHI;

4) opraHu3yeT W IIPOBOJIUT OIIeHKY 0e30MacHOCTH KPUTHYECKOH WHGOPMAIMOHHOMN
UH(}PACTPYKTypPBHI;

5) oIpenesseT nepeueHb WHGOPMAaINHU, IIPEICTABIAEMOUA B TOCYIaPCTBEHHYIO CHCTEMY
oOHapyKeHUsl, IPeIyPERAeHU U JIUKBUJAIIUN TI0CJIE/ICTBUNA KOMITBIOTEPHBIX aTaK Ha
uHopManoHHbIe pecypcbl Poccuiickoit @enepariuu, 1 MOPAA0K ee MpeCTaBIeHs ;

6) yTBEpXKAAeT MOPAA0K WH(OpMHUpoBaHUA ¢efepaTIbHOr0 OpraHa HCIOJIHUTEIbHOU
BJIACTH, YIIOJTHOMOYEHHOTO B  oOylactm  obecnedeHus  (PyHKIIMOHUPOBAHUS
roCyZJapCTBEHHOU CHCTEMBl OOHapy:KeHWs, NpeAylpexJeHus U JIMKBUJAIUN
MOCJIeJICTBUM KOMIBIOTEPHBIX aTak Ha WHQPOpPMalIMOHHBIe pecypchl Poccuiickoi
®enepaniiv, 0 KOMIBIOTEPHBIX MHIU/IEHTAaX, pearipoOBaHUA Ha HUX, IPUHATHUA MepP MO
JIMKBUJIAIIUN TIOCJIECTBUM KOMIBIOTEPHBIX AaTaK, HPOBEJEHHBIX B OTHOIIEHUU
3HAYUMBbIX OOBEKTOB KPUTHYECKON WHGOPMAIMOHHON WHOPACTPYKTYpPHI (B
0aHKOBCKOU cdepe U B WHBIX cepax (PUHAHCOBOTO PHIHKA YTBEPIKJAAeT YKA3aHHBIN
TIOPSA/IOK IO corJiacoBaHwuio ¢ llenTpanpabiM 6ankoM Poccuiickoit ®enepanun);

7) YTBep3K/laeT NOpsZ0K oOMeHa nHGOpMaIeld 0 KOMIIBIOTEPHBIX HHIIU/IEHTAX MEXK/IY
cyObeKTaMH KPUTHYECKOU HH(POPMAIMOHHON WHMPACTPYKTYPBI, MEKAY CYyObEKTaMU
KpUTHUUYECKOU WH(POPMAIMOHHON MHQPACTPYKTYPhl M YIIOJITHOMOYEHHBIMU OpraHaMu
WHOCTPAHHBIX roCy/iapcCTB, MeXXyHapOJHBIMH, MeK/IyHapOAHBIMU
HeNpaBUTEJIbCTBEHHBIMU OpPTaHU3aIUsAMU U HHOCTPAHHBIMU OpPTaHU3AINUAMU,
OCYIIECTBJIAIOIIUMU JeATeJIbHOCTh B O0JIACTU pearupoBaHUsA Ha KOMIBIOTEPHBIE
WHIIUJIEHTbI, a TakXKe TMOPAZIOK  NOJydeHUs  cyObeKTaMUu  KPUTHUUYECKOU
nHpOopManMoOHHOM WHGPACTPYKTYphl HHGOPMAIUK O CPeACTBaX © Ccrocobax
MPOBE/IEHUS] KOMIIBIOTEPHBIX aTaK M 0 METOaX UX MPeAYIIPEXK/IeHUs U OOHAPYKEHUS;

8) opraHmsyeT yCTaHOBKY Ha 3HAUUMBIX OOBEKTaX KPUTHYECKOH WH(POPMAIIMOHHOU
UHQPPACTPYKTYPHl U B CETAX 9JIEKTPOCBA3U, UCIOJIb3YEMBIX [UJII OpraHU3aluu
B3aMMOJIECTBUSI OOBEKTOB KPUTHUYECKOH WHGOPMAIMOHHON WHQPACTPYKTYPHI,
CPE/CTB, IIpeIHAa3HAYEHHBIX JJIsi OOHADY:KEHWS, HPEAYIPEKIAEHUs U JIMKBUIAIUH
MOCJIE/ICTBUYM KOMIBIOTEPHBIX aTaK U pearipOBaHUs Ha KOMIIbIOTEPHbIE UHITU/IEHTHI;

Q) ycTaHaBJIMBaeT TPeOOBAHUSA K CPEACTBAM, IpeIHA3HAYEHHBIM JJI OOHApy:KeHUs,
NpelynpexeHus 1 JUKBUAALINN MOCIe[CTBUN KOMIIBIOTEPHBIX aTaK U pearupoBaHUSA
Ha KOMIIbIOT€pHbIe NHIIU/IEHTHI;

10) yTBep:KJAeT MOPAAOK, TEXHUUECKHe YCJI0BUSA YCTAHOBKY U HKCIUIyaTallUU CPEeJICTB,
Mpe/IHa3HAYEHHBIX JIJIs1 OOHAPYKeHUs, IpeAyIpeKAeHUA U JUKBUAAINU TTOCTIeCTBUIN
KOMIIBIOTEDHBIX aTaK U pearupoBaHUs HAa KOMIBIOTEpHble WHIIUJIEHTHI, 3a
HCKJIIOUEHUEM CPEJICTB, MpeJHAa3HAYEHHBIX JJIA IOWCKA MPU3HAKOB KOMITBIOTEPHBIX
aTaKk B CeTAX DSJIEKTPOCBS3U, WCIOJb3YEMBIX JJI OpPraHU3aluUd B3aUMOJEHCTBUSA
00beKTOB KpUTHUYECKOU NHOOPMAITMOHHON HHPPACTPYKTYpPHI (B OaHKOBCKOU cdepe U B
UHBIX cdepax GUHAHCOBOTO PHIHKA YTBEPXK/AeT YKa3aHHbIE MOPANOK U TEXHUYECKUE
yCJIOBUSA TIO corstacoBaHuio ¢ LlenTpanbabiM 6aHKOM Poccuiickoit ®esepanym).

5. ®enepasbHBII OpraH HCIOJHUTEIBHON BJIACTH, OCYIIECTBJSAIOIIUN (PYHKIUU IO
BBIpAOOTKE W peasu3aluil TOCYAAPCTBEHHON IOJUTUKU U HOPMATHBHO-IIPABOBOMY



PEeryJIMpOBaHUI0 B 00JIACTU CBSI3H, YTBEPKJAE€T II0 COIJIACOBAHUIO C (eJiepaTbHBIM
OpPraHOM UCIIOJTHUTEJIBHOU BJIACTH, YIOJHOMOYEHHBIM B 00JacTH obecreueHus
(PyHKIIMOHUPOBaHHSA TOCYIAaPCTBEHHON CHCTEMBI OOHAPY:KEHUs, MPEAYIPEXIEHUA U
JIMKBUZAIIUN IIOCJEACTBUA KOMIBIOTEPDHBIX aTakKk Ha WH(GOPMAIUOHHBIE PECYPCHI
Poccuiickoit ®eneparuu, MOpsI0OK, TEXHUUECKHE YCIOBUS YCTAHOBKU UM OKCILTyaTaI[iHN
Cpe/CTB, IpeJHAa3HAUYEHHBIX /JIA TOWCKA IPU3HAKOB KOMITBIOTEPHBIX aTaK B CETAX
BJIEKTPOCBS3HM, HCIIOJb3yeMbIX JJIsi OpPraHU3alud B3aMMOJEWUCTBUA OOBEKTOB
KpUTHYeCKON UHGPOPMAIIMOHHON NH(PPACTPYKTYPHI.

CraTtba 7. KaTteropupoBaHne o6eKTOB KPUTUYECKON MHC(pOPMaLIMOHHOM
MH(pPacTPYKTYpbI

1. KareropmpoBanue 00ObeKTa KpPUTHUYECKON WHGPOPMAIMOHHON WHQPPACTPYKTYPHI
IpeJicTaBiasgseT  cobOUW  yCTAaHOBJIEHHE  COOTBETCTBHA  O0BEKTa  KPUTHUUECKOU
MHOOPMAIIMOHHON HWHQPACTPYKTYpPhl KPUTEPUAM 3HAYMMOCTH M II0KA3aTeNAM HX
3HAYE€HHUH, IPHUCBOEHNUE €My OJHON U3 KaTErOpui 3HAYMMOCTH, IIPOBEPKY CBEAEHUU O
pe3yJibTaTax ee IPUCBOEHUS.

2. KaTeroprpoBaHue OCyIeCTBIAETCA UCXO U3:

1) COIHMaJIbHOW 3HAYMMOCTH, BBIPpAKAIOIIEHCA B OIlEHKE BO3MOXKHOTO YIepoa,
MPUYUHIEMOTO KU3HU WJIN 3J0POBBI0 JIIOZEH, BO3MOXKHOCTU IIpEKpAIlleHUus WU
HapylleHus1s QYHKIHOHUPOBAHUSA OOBEKTOB OOeclieYeHUsl IKU3HENEeSATESbHOCTH
HaceJIEeHUs, TPAHCIIOPTHON HHMPACTPYKTYpPhI, CETEN CBA3U, a TakKe MaKCHUMaJIbHOM
BpPEMEHU OTCYTCTBHUA JIOCTYIIAa K TOCYJApPCTBEHHOU YCJIyTe AJjid MOoJiydaresjeld TaKou
yCIIyTH;

2) MOJIUTHYECKON 3HAYHMMOCTH, BBIPAXKAIOIIEHNCA B OIEHKE BO3MOKHOTO IIPUYMHEHUS
yiiepba uHTepecam Poccuiickoii ®enepanmu B BOIIPOCAaX BHYTPEHHEH W BHEIIHEU
TIOJINTUKH;

3) SKOHOMHYECKOU 3HAUMMOCTH, BIPAKAIOIIENCSA B OlleHKE BO3MOXKHOTO TPUUYNHEHUS
MpSIMOTO ¥ KOCBEHHOTO ymiepba cyObeKkTaM KpUTHUYecKou WH(POPMAIMOHHOMN
nHGpacTpyKTypsl U (1n) 6ro/xeram Poccutickoit Penepanuu;

4) SKOJIOTUYECKOW 3HAUYMMOCTH, BBIPpAKAIOIIENCA B OIlEHKE YPOBHSI BO3JEHCTBUS Ha
OKPY>KaIOIIYIO CPeNy;

5) 3HAUMMOCTH OOBEKTa KPUTUUYECKOH WHQOOPMAIMOHHOU HWHQOPACTPYKTYPHI IS
obecrieueHus1 000POHBI CTPAHBI, 6€30TIACHOCTU TOCYZIapCTBA U MPABOIIOPSIKA.

3. YcraHaBIMBAIOTCA TPU KATETOPUM 3HAUYUMOCTH OOBEKTOB  KPUTHUYECKOU
UHPOPMALIMOHHON NH(PPACTPYKTYPHI - IEPBas, BTOPasi U TPEThA.

4. CyObeKThl KPUTHUECKON HHGPOPMAIMOHHON HHQPPACTPYKTYPHl B COOTBETCTBHUU C
KPUTEpUSAMU 3HAYMMOCTH U IIOKa3aTeJIsIMM WX 3HAUEHUH, a TakXKe IOPIIKOM
OCYIIIECTBJIEHUs KATETOPUPOBAHHs IIPUCBAUBAIOT OJ[HY W3 KaTerOpui 3HAYUMOCTH
MpUHAJIeXKAIUM UM Ha NpaBe COOCTBEHHOCTH, apeH/bl WJINM HHOM 3aKOHHOM
OCHOBaHUU 00bEKTAM KPUTUUECKOU UH(POPMAIIMOHHON HHPPACTPYKTYphl. Eciin 00BbeKT
KPUTUYECKOH WHOOPMAIMOHHOU WHQPACTPYKTYpPhl HE COOTBETCTBYET KPUTEPUAM
3HAYMMOCTH, ITOKA3aTeJIAM 3THUX KPUTEPHUEB U UX 3HAUEHUAM, €My He IIPUCBAaUBaETCs
HU OJ[HA U3 TAKUX KaTETOPHUH.

5. CBemeHusi 0 pe3yJybraTax MPHUCBOEHHUSA OOBEKTY KPUTUUECKON HHGPOPMAIMOHHOMN
UHPACTPYKTYpPhl OJHOU U3 KaTeropuid 3HAYMMOCTU JIOO 00 OTCYyTCTBUH



HeOOXOZMOCTU IIPHCBOEHUS €My OJTHOM U3 TaKUX KaTErOpUil CyOheKThl KPUTHUECKOH
MHGOPMAIIMOHHON MUHQPACTPYKTYPhl B MUCbMEHHOM BHJIE B JIeCATUIHEBHBIM CPOK CO
JTHS IPUHATUS UMU COOTBETCTBYIOIIETO PEIIeHUs HANPABJIAIOT B de/lepayibHbIN OpraH
HCIIOJIHUTEJIBHOM BJIACTH, YIIOJHOMOYEHHBIM B oOJsiactu obecrneueHuss 0€30MacHOCTH
KpUTUYECKOH UHQOpManmoHHOU wuHOpacTpyKTypsl Poccutickoii ®epepanuu, 110
YTBEPKIEHHON UM dopMe.

6. ®enmepanbHBIA OpraH HCIOJHUTEJIbHON BJIACTH, YIIOJJHOMOUYEHHBIA B 00J1aCTH
obecrieueHusi 06e30MaCHOCTH KPUTHUECKONW WHQMOPMANMOHHOW WHQPPACTPYKTYPhI
Poccuiickoit ®@eneparnuu, B TPUALATHAHEBHBIN CPOK CO JHA IOJIYYEHUS CBEJEHUI,
YKa3aHHbIX B YaCTU 5 HACTOAIIEH CTAaThH, IIPOBEPSET COOJIOZIEHNE IOPs/IKa
OCYIIIeCTBJIEHHS KATETOPUPOBAHUSA U ITPABUJIBHOCTD IIPUCBOEHUS 00BEKTY KPUTHIECKOMN
nHPOpManMOHHOU WHQPACTPYKTYPHl OJHOM U3 KaTeropuil 3HAUYMMOCTH JIbOO
HENPUCBOEHUS eMy HU OHOM M3 TAKUX KaTerOpUH.

7. B ciydae, eciu cyOBEKTOM KPUTUUECKOW WHGOPMAIMOHHOU HHQPPACTPYKTYPHI
co0JII0/IEH TIOPSAZOK OCYIIEeCTBJIEHUSI KAaTETOPUPOBAHUA W IPUHAJJIEKAIEMY €My Ha
mpase cOOCTBEHHOCTH, apEeH/IbI MJIM MHOM 3aKOHHOM OCHOBAHUU OOBEKTY KPUTHUECKOM
nHQOpPMaIMOHHOU WHQMPACTPYKTYphl IIPAaBUJIBHO IPHCBOEHA OJIHA U3 KaTeropuil
3HAUMMOCTH, (¢eJ/lepaJbHbIil OpPraH WCIOJHUTEJIbHON BJIACTH, YIOJHOMOYEHHBIH B
obstactu obecrieyeHus Oe30ImacHOCTH KPUTUYECKOH MHDOPMaAIIMOHHOU
uHdpacTpykTypsl Poccuiickoit ®eziepanuy, BHOCUT CBEJAEHHA O TaKOM OOBEKTE
KPUTUYECKOH WHGOPMAIMOHHON HWHQPACTPYKTYPhl B PpeEEeCTp 3HAUUMBIX OOBEKTOB
KpUTHUUYECKOM WH(OPMANMOHHON HHQMPACTPYKTYPhl, O UeM B JIECATUIHEBHBI CPOK
yBeJloMIseTcsl CyObeKT KpUTHUECKOU HH(MOPMAITMOHHOU UH(MPACTPYKTYPHI.

8. B ciryuae, eciiu pesiepaibHBIM OPTaHOM UCIOJTHUTEIBHOU BJIACTH, YIIOJTHOMOYEHHBIM
B obnactu  obOecrieyeHHss  0e30MACHOCTH  KPUTUYECKOH  HHGOPMAIMOHHOMN
uHdpacTpykTypbl Poccuiickoii ®enepanuu, BbIABJIEHbl HapylleHUs IOpAAKa
OCYIIIECTBJIEHUS KAaTeropupoBaHUs U (WIU) OO0BEKTY KPUTHUYECKON HHGPOPMAIMOHHOMN
UHDPACTPYKTYPhI, MPUHAJJIEKAIIEMY Ha IpaBe COOCTBEHHOCTH, apeH/Ibl WA WHOM
3aKOHHOM OCHOBAHUM CYOBEKTy KPUTHUECKON WH(GOPMAIMOHHONU WH(QPACTPYKTYPHI,
HEMPAaBWJIBHO IPUCBOEHA O[HA M3 KATerOpUil 3HAYMMOCTH U (M) HeOOOCHOBAaHHO HE
MPUCBOEHA HU OJ[HA U3 TaKUX KaTeropul u (Wiu) cyOBEKTOM KPUTHYECKOH
MHOPMAIIMOHHON  WHOPACTPYKTYPHl ~ IPEACTABJIEHBl  HemoJHble ©  (win)
HEJIOCTOBEPHBIE CBEJIEHUS O Pe3ysIbTaTaX MPUCBOEHUS TAKOMY OOBEKTY KPUTHUUECKOM
“HQOPMAIMOHHOU WHQPACTPYKTYPhl OJHOM W3 KaTeropuid 3HAYUMOCTU JIOO 00
OTCYTCTBUU HEOOXOJUMOCTH NIPUCBOEHUS €My OJHOW U3 TaKUX KaTeropui,
(enepasbHBIE OpraH WCIOJHUTEJIBHON BJIACTH, VYIOJHOMOYEHHBI B 00JacTH
obecrieueHnsi 06e30IACHOCTH KPUTHUYECKOW WHGOPMAIIMOHHON HHQPACTPYKTYPhI
Poccuiickoii ®ezeparum, B IECATUJHEBHBIH CPOK CO JHA  IIOCTYIUIEHUS
IpEJ/ICTAaBJIEHHBIX CBEJEHUN BO3BpalljaeT UX B MHCBbMEHHOM BHJE CyOBEKTY
KPUTUYECKON NMHOOPMAIIMOHHOU HH(PPACTPYKTYPHI C MOTUBUPOBAaHHBIM 000CHOBAHHEM
MIPUYMH BO3BpaTa.

9. CyOBeKT KpUTHYeCKOH WH(POPMAIMOHHON HWHQPACTPYKTYPhI IOCIE IOJIyIEeHUs
MOTHUBUPOBAaHHOTO OOOCHOBAaHUs IPUYMH BO3BpaTa CBeJIEHUU, YKAa3aHHBIX B YACTH 5
HACTOSAIIEN CTaThbU, He OOJiee YeM B JAECATUIHEBHBIM CPOK YCTpaHsSET OTMEYEeHHBIE
HEJIOCTaTKU U TIOBTOPHO HANpaBjfAeT TakKue CBeJleHUs B deJlepaibHBIN Oprad
HCIIOJIHUTEJIBHON BJIACTH, YIIOJTHOMOUYEHHBIH B obJlacTh obecrnieyeHuss 0€30MaCHOCTHU
KpUTHuueckon nHgopManmuoHHoN nuH@pactpykrypsl Poccutickoit ®enepanuu.

10. CBezmeHusi 006 OTCYTCTBUH HEOOXOJAMMOCTU TPHUCBOEHUS OOBEKTY KPUTHYECKOU
UHPOPMAIMOHHON WHQPACTPYKTYphl OJHOM M3 KaTeropuil 3HAUYMMOCTU IIOCIE HX
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IIPOBEPKU  HAMNpAaBJIAIOTCA (delepayibHBIM OPraHOM  HCIOJIHUTEJIBHON  BJIACTH,
VIOJIHOMOYEHHBIM B obsyactu  obecmeueHHsi  0€30MACHOCTH  KPUTHUYECKOU
nHbopManmoHHON uHOpacTpyKTypsl Poccuiickoit ®@exeparuu, B rocyZapCTBEHHYIO
cucteMy  OOHapy:KeHHs, NOpeAylpeXJAeHUs U  JIUKBUAAIUU  IOCJIEACTBUMI
KOMITIBIOTEPHBIX aTak Ha nH(opManoHHbIe pecypchl Poccutiickoit @eneparum, o 4eM B
NeCATUHEBHBIM CPOK yBelOMJIsIETC CYOBEKT KPUTUYECKOU WHGPOPMAIMOHHOMN

UHDPaCTPYKTYPHI.

11. B coayuae HempezacTtaByiieHUsT CyOBEKTOM KPUTHUECKONW WHQOPMAIMOHHOU
UHDPaACTPYKTYPhI CBEJIEHU, YKAa3aHHBIX B YACTH 5 HACTOSAIIEN CTaTbu, de/iepaTbHBIN
OpraH UCIIOJTHUTEJIbHON BJIACTH, YIIOJITHOMOYEHHBIH B obJslactd obecrieueHus
0e30MacHOCTH KPUTHYECKOH HWHGPOPMAIMOHHON WHMpPacTpyKTyphl Poccuiickoit
denepaniyiu, HAIIPABJISAET B aipec YKa3aHHOTO cyObheKTa TpeOOBaHUE O HEOOXOAUMOCTHU
co0JTI0/IeHH S TTOJI0KEHUI HACTOAIIEN CTaThU.

12. Karteropusi 3HAQUMMOCTH, K KOTOPOU OTHECEH 3HAUYMMBIH OOBEKT KPUTHUECKOU
nHQOpMaMOHHOU  WHQPACTPYKTYphl, MOXKeT OBITh H3MeHeHa B TOPSJKe,
MIpelyCMOTPEHHOM JIJIsl KATETOPUPOBAHUS, B CJIEAYIONIUX CITyJasX:

1) I0 MOTUBHUPOBAHHOMY pellleHUI0 (eflepayibHOTO OpraHa HCIIOJIHUTEIBHOUN BJIACTH,
VIOJTHOMOYEHHOTO B  obsacté  obOecrieueHHss  0e30MaCHOCTH  KPUTHUYECKOU
uHpopmanmoHHON UHGpACTpyKTYypbl Poccuiickoit ®enepanuu, MOTPUHATOMY IIO
pe3ysbTaTaM IMPOBEPKH, IIPOBEIEHHON B paMKaX OCYIIECTBJIEHUS TOCYJAapCTBEHHOTO
KOHTpPOJISA B o0s1acTu obecrieueHUs1 O€30IMaCHOCTH 3HAUYMMBIX OOBEKTOB KPHUTHUYECKOU
UH(POPMAMOHHON NH(PPACTPYKTYPHI;

2) B CJlydae W3MEHEHHS B3HAUYMMOIO OO0BeKTa KPUTHYECKOH WH(MOPMAIMOHHON
UHPPACTPYKTYPhI, B pe3yJibTaTe KOTOPOTO TaKOH OOBEKT IepecTajl COOTBETCTBOBATH
KPUTEpUAM 3HAUMMOCTH U IOKAa3aTesIsAM UX 3HAaUeHUU, HA OCHOBAHUU KOTOPBIX €My
ObLIa TPHCBOEHA OTIpe/iesIeHHAs KaTeropus 3HaYUMOCTH;

3) B CBA3W C JIMKBUJAIWEH, peopraHusanueil cy0ObeKTa KPUTHUUYECKOU
nHQOpManMOHHOU WHQPPACTPYKTYpPhl U (WIM) H3MEHEHHEM €ro OpraHU3aIllHOHHO-
MPaBOBOM OPMBI, B pe3yJibTaTe KOTOPHIX ObLIM U3MEHEHBI JIN0O yTpaueHbl MPU3HAKHU
cyObeKTa KpUTHIECKON HH(POPMAITMOHHOU NHPPACTPYKTYPBHIL.

Ctatba 8. PeecTp 3Ha4YMMbIX OOHLEKTOB KPUTUYECKOU UMH(pOPMaLMOHHOMN

MH(paCTPYKTYpbI

1. B memax yyera 3HAUMMBIX OOBEKTOB KPUTHUYECKOU WHQOPMAIMOHHOU
nuHOPacTPyKTYphl desiepasibHbIA OpraH UCHOJHUTEIFHOU BJIACTH, YIIOJTHOMOUYEHHBIN B
obsractu obecrieueHus 6e3omacHOCTH KPUTHUYECKOHN MHOPMaAIIMOHHOU
nHbpacTpykTypsl Poccuiickori ®enepanuu, BeAeT peecTp 3HAYUMBIX OOBEKTOB
KpUTUYECKON MH(GOPMANNOHHOU MHMPACTPYKTYPHl B YCTAHOBJIEHHOM UM Hopsjke. B
JIAHHBIN peecTp BHOCATCA CJIEAYIOIHUE CBEeHMUS:

1) HaVWMEeHOBaHWE  3HAUMMOTO OOBEKTa  KPUTUYECKONM  WHOOPMAIMOHHOUN
UHQPACTPYKTYPHI;

2) HaMeHOBaHUe Cy0ObeKTa KpUTHUeCcKOou HHGOPMAIMOHHON NHMPACTPYKTYPHI;

3) cBeleHUsI O B3aUMOJIEHCTBUHM 3HAUMMOIO 0O0beKTa KPUTHYECKOU HH(POPMAIMOHHOMN
UHQPACTPYKTYPHI U ceTel 3JIEKTPOCBA3Y;
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4) CBeeHHsA O JINIe, OKCIUIyaTUPYIOIIEM 3HAYUMBIA OOBEKT KPHUTHUYECKOH
UHOPMAIMOHHOU HH(PPACTPYKTYPHI;

5) KaTeropus 3HAYMMOCTH, KOTOpas HPHCBOEHA 3HAYMMOMY OOBEKTY KPUTHUECKOU
MHOOPMAIIMOHHON HH(PPACTPYKTYPHI;

6) cBeZleHUs O IPOTPAMMHBIX U IIPOTPAaMMHO-aNIapaTHBIX CPEJICTBAX, UCIIOJIH3YEMBIX
Ha 3HAYUMOM O0BbeKTe KPUTHUECKON HHGOPMAITMOHHON HHPPACTPYKTYPHI;

7) Mepbl, IpUMeHseMble Ui o0ecredyeHUs Oe30MaCHOCTH 3HAYUMOTO O00BeKTa
KPUTUUECKON NHOOPMAIMOHHOU UHPPACTPYKTYPHI.

2. CBezmeHHs U3 peecTpa 3HAUMMBIX OOBEKTOB KPUTHUYECKOU WHQPOPMAIMOHHOU
UHQPACTPYKTYpPhl HAMNpPaBJAITCA B TOCYJAPCTBEHHYIO CHCTeMy OOHapy»KeHUs,
NpeAynpexAeHUus W  JIUKBUJAIMU  [OCJEACTBUH  KOMIIBIOTEPHBIX aTaK  Ha
nHbOpManoHHbIe pecypchl Poccuiickoit @eneparuu.

3. B cimyuae yrparel 3HAUYUMBIM OOBEKTOM KPUTUUECKOH HWHGPOPMAIMOHHOMN
UHQPACTPYKTYPhl KaTerOpuu 3HAUKMMOCTU OH HCKJIouaeTcs denepasbHBIM OPraHOM
HCIIOJTHUTEJIBHOU BJIACTH, YIIOJTHOMOYEHHBIM B OOJsiacTu obecrieueHUs O€30MacCHOCTH
KpUTHYeckol wuHPOpMaIuoHHON uHPpacTpykTypsl Poccuiickoii ®enepanuu, us
peecTpa 3HAUMMbBIX 00BEKTOB KPUTHUECKOU HH(POPMAITMOHHON HH(PPACTPYKTYPHIL.

CraTtba 9. lNpaBa n 0653aHHOCTU CYOBLEKTOB KPUTUYECKON MHPOPMaALIMOHHOMN

MH(pacTPyKTYypbI
1. CyObeKThl KpUTHUUeckol nHGOPMAIMOHHON NHPPACTPYKTYPhl UMEIOT IPABO:

1) MOJIy4aTh OT (e/lepaIbHOTO OpraHa WCIIOJHUTEIBHOUN BJIACTH, YIIOJTHOMOUYEHHOTO B
obstactu obecrieyeHus Oe30ImacHOCTH KPUTUYECKOH MHDOPMaAIIMOHHOU
uHdpacTpykTypbl Poccuiickoit ®@enepanuu, wuHGOpPMAIUIO, HEOOXOAUMYIO JJIfd
obecrieueHns1 0OE30MMACHOCTU 3HAYUMBIX OOBEKTOB KPUTHYECKON WHGOPMAIMOHHOUN
UHPPACTPYKTYPhI, TPUHAJJIEKAIUX UM Ha IpaBe COOCTBEHHOCTH, apeH/bl WM UHOM
3aKOHHOM OCHOBaHWU, B TOM 4YHcIe 00 yrpo3ax Oe3omacHocTu oOpabaThiBaeMoit
TaKUMH OOBEeKTaMH WH(GOPMAIMA U YSI3BUMOCTH IPOTPAMMHOIO O0OecIieueHusl,
000pyIOBaHUSA U TEXHOJIOTHH, UCIIOJIb3yEMbIX Ha TAKUX 00BEKTAX;

2) B TOpsAAKE, YCTAaHOBJIIEHHOM ¢e/lepaIbHBIM OPTaHOM WCIIOJIHUTEJIPHON BJIACTH,
YIOJIHOMOYEHHBIM B obOsactu obecneueHusi (PYHKIIMOHHPOBAHUS TOCYAAPCTBEHHOMN
cucteMbl  OOHapyKeHUs, TMpeAynpeXJeHus U  JIMKBUJAIUU  IOCJIeACTBUUN
KOMIOBIOTEPHBIX aTak Ha wuHGPOpManuoHHble pecypchl Poccuiickoit Penepanuu,
IIOJIy4aTh OT YKa3aHHOI'O opraHa WH@OpMAIUIO O CpeZicTBaX U crocobax IMpoBeeHUs
KOMITBIOTEPHBIX aTaK, a TAKIKE O METO/aX UX MPeAyIPeK/IeHUs U OOHAPYKEHUS;

3) IpU HAINYUU comIacusa (efepasibHOTO OpraHa HCIOJHUTEIbHOW BJIACTH,
YIIOJITHOMOYEHHBIM B o0siacTu obecreueHus: (PYHKIIMOHHPOBAHUS TOCYAAapPCTBEHHOM
CHUCTeMBbl  OOHApy:KeHUs, TpeAynpeXJAeHUs U  JIMKBUJAUWU  IOCJIEJICTBUMN
KOMITIBIOTEPHBIX aTak Ha nH(opMaroHHbIe pecypchbl Poccutickoit ®enepariuu, 3a CBOi
cuer mpuobOperaTb, apeH/IOBAaTh, YCTAHABJMBATh U OOCIYy>KHUBAaTh CPEJCTBA,
npeHa3HaYeHHbIE JIJIsT OOHADYKEeHUs, IPEAYNPEK/IeHUA U JUKBUIAIUU TTOC/IE/ICTBUI
KOMIIBIOTEPHBIX aTaK U pearupoBaHUsA Ha KOMIIbIOTEPHbIE HHIIUIEHTHI;

4) paspabaTbiBaTh U OCYIIECTBJIATh MEPOIPHUATHS II0 OOecledyeHUI0 0e30MMacHOCTU
3HAYMMOT0 00hEKTa KPUTHUIECKON HH(POPMAITMOHHON NHPPACTPYKTYPHI.



2. CyO'beKThI KpUTHIECKOU MHOOPMAIIMOHHOU HH(PPACTPYKTYPhI 00sI3aHbI:

1) He3aMeJJINTEIbHO WH(GOPMHUPOBATh O KOMITBIOTEPHBIX HMHITUJIEHTAX (eepabHbIN
OpraH WCIIOJITHUTEJIbHOW BJIAaCTH, YIOJHOMOYEHHBIM B o0sactm obecreueHUs
(PyHKIIMOHUPOBaHHSA TOCYAPCTBEHHON CHCTEMBI OOHAPY:KEHUS, MPEAYNPERIEHUA U
JIMKBUJAIIUN TIOCJIEACTBUU KOMIIBIOTEPHBIX aTak Ha WHGOPMAIUOHHBIE PECYPChHI
Poccuiickoii ®enepanun, a takke lleHTpasbHbl OaHk Poccuiickor ®enepanyu (B
caydae, ecau  CyObeKT  KPUTHUYECKOW  HWHGOPMAIMOHHON  HUHQPACTPYKTYPhI
OCYIIIECTBJISIET JIeATEJIbHOCTh B OAHKOBCKON cdepe U B UHBIX cdepax (HUHAHCOBOTO
PBIHKA) B YCTAaHOBJIEHHOM YKa3aHHBIM (eJ/lepaIbHBIM OpPraHOM HCIIOJTHUTEIbHOUN
BJIacTH Topsake (B OaHKOBCKOU cdepe M B HHBIX cdepax (UHAHCOBOTO PHIHKA
YKa3aHHBIN TOPSAJ0K yCTaHABJIMBAETCA IIO COIJIACOBAHUIO C lleHTpajbHBIM OaHKOM
Poccuiickoit ®eneparum);

2) OKa3bpIBaTh COJEMCTBHE JIOJDKHOCTHBIM  JurnaM  (¢efepaabHOrO  OpraHa
HUCIIOJIHUTEIBHOMN BJIACTH, YIIOJTHOMOYEHHOTO B obJs1actu obecrieueHusd
(PYHKIIMOHUPOBAHUS TOCY/IAPCTBEHHOUM CHUCTEMBI OOHAPY:KEHUs, MPEAyNpPERIAeHUs U
JINKBUJIAIIMU TIOCJIEICTBUN KOMITBIOTEPHBIX aTaK Ha HWH(GOPMAIMOHHBIE PeCypCh
Poccuiickoit ®epeparuu, B OOHApPYKEHUM, NPEAyNPEKAEHUU ¢ JIUKBUJAIUU
MIOCJIEJICTBUI KOMITBIOTEPHBIX aTaK, YCTAHOBJIEHUH IPUYUH U YCJIOBUUA BO3SHUKHOBEHUS
KOMIIBIOTEDHBIX UHIIN/IEHTOB;

3) B CJIy4yae yCTaHOBKH Ha 00BEKTAX KPUTHIECKON MHGPOPMAIMOHHON HH(PPACTPYKTYPhI
CPEeJICTB, TpeHA3HAYEHHBIX /JIsI OOHAPYKEHWS, INPEIYNPEXRIAeHUs U JIMKBUAAINU
MOC/IEAICTBUN KOMIBIOTEPHBIX aTaK M PeardupoBaHUSA HA KOMIIbIOTEPHbIE WHIIUIAEHTHI,
obecrieunBaTh  BBITIOJIHEHUE TOPAAKA, TEXHUUYECKUX VYCJIOBUU  YCTAHOBKU U
SKCIUIyaTaI[UU TAKUX CPEJCTB, UX COXPAHHOCTD.

3. CyOBbekThl KpUTHYecKod nHGPOPMAIMOHHON MHQPPACTPYKTYPhI, KOTOPBIM Ha IIpaBe
COOCTBEHHOCTH, apeHbl WU WHOM 3aKOHHOM OCHOBAaHHHU NPUHAJJIEKAT 3HAYUMBIE
00BEKThI KPUTUUECKOU HH(POPMAIMOHHOU HH(PACTPYKTYPHI, HAPA/Y € BHIIIOJTHEHUEM
00s13aHHOCTEM, PElyCMOTPEHHBIX YACTHIO 2 HACTOSAIIEN CTAThH, TAKKE O0S3aHBI:

1) coOstoziaTh TpeboBaHUS IO OOeclieueHuI0 0e30MacHOCTH 3HAYUMBIX OOBEKTOB
KpUTUYEeCKOM HHGOPMAIMOHHON HWHQPACTPYKTYPbl, yYCTaHOBJIEHHbIE (eJlepaIbHbBIM
OpPraHOM WHCIIOJIHUTEJIbHON BJIACTH, VIIOJIHOMOYEHHBIM B obsiacTu obecrnieueHust
0e30macHOCTH  KPUTHYECKOW WHGPOPMAIMOHHON UHPPaACTpyKTyphl Poccuiickoit
Qenepanuu;

2)  BBINOJHATH MPEANUCAHUSA  JIOJDKHOCTHBIX  JidI  (pelepayibHOTO  OpraHa
HCIIOJIHUTEJIPHON BJIACTH, YIIOJIHOMOYEHHOTO B 00jacTH oOecrieyeHHs 0E€30MMacHOCTH
KPUTUYECKOH WH(OpMAIMOHHON WHOpACTpyKTyphl Poccuiickoit ®Peneparuu, 006
yCTpaHEHWU HapylleHud B 4YacTu cobsrofeHuss TpeOOBaHUUM 10 obecrneyeHuo
6e30MacHOCTH 3HAUMMOT0 00beKTa KpUTHUYECKOU NHOOPMAIIMOHHON UHQPPACTPYKTYPH,
BBIJJAHHBIE STUMU JIMI]AMH B COOTBETCTBUH CO CBOEHN KOMITIETEHITNEN;

3) pearupoBaTh Ha KOMIBIOTEDHble WHIUAEHTHI B TIOpPAJIKE, YTBEPKIAEHHOM
(enepasibHBIM OpraHOM HCIOJHUTEJIBHON BJIACTH, YIIOJTHOMOUYEHHBIM B 0OJacTH
obecrieuenusi (GYHKIIMOHUPOBAHUS  TOCYIaPCTBEHHOM  CHUCTEMBI OOHApy:KEHWU,
MpeynpexXaeHuss W  JINKBUJAIIMU  TOCJIEJICTBUA  KOMIIBIOTEDHBIX  aTak  Ha
nHopManoHHble pecypchl Poccuiickoit ®epepanuu, NTPUHUMATh MEPHI 10
JIMKBUJIAIUM TIOCJTIE[CTBUN KOMIBIOTEDHBIX aTaK, IPOBEJEHHBIX B OTHOIIEHUU
3HAYMMBbBIX 00BEKTOB KpUTHUYECKOU HHGPOPMAITUOHHON NHMPACTPYKTYPHI;
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4) obecrieyuBaTh OeCHPENATCTBEHHBIN JOCTYI JIOJKHOCTHBIM JIHIIAM (pesiepasbHOTo
OpraHa HCIIOJIHUTEJIPHOM BJIACTH, YIIOJTHOMOYEHHOTO B oOJylacTh obecredyeHus
0e30IIaCHOCTH  KPUTHYECKON uHGPOPMANNOHHON uH@pPaAcTpyKTyphl Poccuiickoit
denepanu, K  3HAUMMBIM  O0BEKTaM  KpUTHUYECKOH  HHGOPMAIUOHHOM
UHQPACTPYKTYPhl MPU peajiu3alliil 3TUMHU JUIAMHU MOJHOMOYHUM, MPEeAyCMOTPEHHBIX
cTaTbey 13 HacToAmero PeneparbHOr0 3aKOHA.

CraTtba 10. Cucrema 6e30nacHOCTM 3HAYMMOro OGbLEKTA KPUTUYECKOMN
MHOPMaLMOHHON MHDPACTPYKTYPbI

1. B memax obecneueHuss 0e30MACHOCTH 3HAYUMOrO OOBEKTAa KPUTHYECKOU
UHPOPMAIMOHHOU HUHQMPACTPYKTYPhl CYOBEKT KPUTHUECKON HWHGPOPMAIMOHHOMN
MHQPPACTPYKTYPHI B COOTBETCTBUU C TPEOOBAHUAMU K CO3JAHUIO CHCTEM OE30IIaCHOCTH
TaknX OOBEKTOB U obecneueHNI0 uX (GYHKIMOHUPOBAHUSA, YTBEPIKAEHHBIMU
(enepasibHBIM OpPraHOM HCIIOJTHUTEJIPHOM BJIACTH, YIOJIHOMOYEHHBIM B 00JACTH
obecrieueHusi 06e30IaCHOCTH KPUTHYECKOW WHGOPMAIIMOHHON HHQPACTPYKTYPhI
Poccuiickoii ®eneparuu, co3zaeT CcUCTeMy 0O€30IIaCHOCTH TaKOro OOBbeKTa |
obecrieunBaeT ee PyHKIIMOHUPOBAHHUE.

2. OCHOBHBIMH 33JI1a4aMU CUCTEMBbI 0€30MaCHOCTH 3HAYMMOTO OOBEKTa KPUTHUYECKOU
UH(POPMALMOHHON NH(PPACTPYKTYPHI ABJIAIOTCA:

1) TpeOTBpAIlleHHe HENPaBOMEPHOro JAocTyna K wuHdopMaruu, obpabaTbiBaeMou
3HAUUMBIM  OOBEKTOM  KpUTHYECKOH  HHGPOPMAIMOHHON  WHQPACTPYKTYPHI,
VHUUTOKEHUs Takou wuHopmanuu, ee MoAU(UIMPOBAHUA, OJOKUPOBAHUS,
KOIIUPOBAHUSA, IPEJOCTABJIEHUA U PACHPOCTPAHEHUsA, & TAKKe MHBIX HEIIPABOMEPHBIX
JIeCTBUI B OTHOIIIEHUU TaKOU MH(MOPMAIIUH;

2) HeOMyIIleHUE BO3JIENCTBUS Ha TEXHUYECKHE CpejicTBa 00paboTku mHMOpMAaIuu, B
pe3ysbTaTe  KOTOPOTO  MOXKeT ObITh  HapymieHo ©  (Wid)  I[peKpaiieHo
(pyHKIMOHUpOBaHWE  3HAYUMOIO  O0BEKTa  KPUTHYECKOM  UHQPOPMAIMOHHOU

UHQPPaACTPYKTYPHI;

3) BoccTaHOBJeHHE (YHKIIMOHUPDOBAHUSA 3HAYUMOTO OOBEKTa  KPUTHYECKOU
MHGOPMAIIMOHHON NHOPACTPYKTYPHI, 00€CIIeYBAEMOTO B TOM YHCJIE 32 CUET CO3/TAHUS
U XpaHEeHUs pPe3ePBHBIX KOMUU HEOOXOAUMOMH /11 3TOT0 MHGOPMAIUH;

4) HeUpepBIBHOE B3aWMOJIEWCTBHE C TOCY/IAPCTBEHHON CHCTEMOHW OOHApYKEHWUS,
NpeynpexJeHus W JIMKBUJAIMU  TOCJEJCTBUA  KOMIBIOTEDHBIX aTak Ha
uHopMannoHHbIe pecypcebl Poccuiickont ®enepanuu.

CrtaTtba 11. TpeboBaHMA Nno obecneyeHU0 6€30NacCHOCTU 3HA4YUMbIX OOHLEKTOB
KpUTU4eCcKon nHpopmMaLMoHHON MHPPACTPYKTYpPbI

1. TpeboBanusa mo obecrieueHUI0 0€30MACHOCTU 3HAYUMBIX OOBEKTOB KPUTHYECKOU
nHpOpManMOHHOU WHGPACTPYKTYPHl, YyCTaHABINBaeMble (¢eZlepaIbHBIM OpPraHoOM
HCIIOJIHUTEJIbHON BJIACTH, YIOJHOMOYEHHBIM B 00siacTu obecrieueHuss 0e301aCHOCTH
KpUTuueckol uH@oOpMaumoHHON  wuHpacTpykTyphl Poccuiickoii  ®epepanuu,
mubGepeHupyIOTCA B 3aBUCUMOCTA OT KATErOPUM 3HAYUMOCTH  OOBEKTOB
KPUTUYECKOH WHQGOPMANMOHHOW WHMPACTPYKTYPhl U OSTUMH TpeOOBaHUIMU
peAyCMaTPUBAIOTCA:

1) IUTaHUpPOBaHUE, pa3paboTKa, COBEPIIEHCTBOBAHHWE W OCYIECTBJIEHUE BHEJPEHUS
MEPOIPUATHN IO oOecredyeHNI0 Oe30IMaCHOCTH 3HAYMMBIX OOBEKTOB KPUTHUYECKOU
nHOpMaOHHOU UHQPPACTPYKTYPHI;
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2) MPUHATHE OPTraHU3AIMOHHBIX U TEXHUUYECKUX Mep A oOecrieueHuss 6€301MacHOCTH
3HAYMMBbBIX 00BEKTOB KPUTHUYECKOH HH(POPMAITMOHHON NHMPACTPYKTYPHI;

3) YCTaHOBJIEHHE IIapaMeTPOB M XapaKTEPHUCTHUK IMPOTPAMMHBIX U IIPOTPAMMHO-
allmapaTHBIX CPEJICTB, IPUMEHSEMBIX JJIA oOecredeHus Oe30IacCHOCTH 3HAYHMMBIX
00'bEKTOB KPUTUUECKO NMHPOPMAITMOHHOU HH(PPACTPYKTYPHI.

2. TocymapcTBeHHble OpraHbl U POCCHHCKHE IOPUIMYECKUE JINIA, BBIIOJIHAIOIINE
dyHKIMH 110 pa3paboTKe, IPOBEIEHUIO UIH PEATU3aUU FOCYAaPCTBEHHON OJIUTUKY U
(u1)  HOPMATHBHO-IIPABOBOMY  DETYJIMPOBAHUIO B YCTAaHOBJIEHHOH  cdepe
JleATeIbHOCTH, 10 COIVIAaCOBAHUIO ¢ (de/lepaIbHBIM OPTaHOM HCIIOJIHUTEJIbHOHN BJIACTH,
VIOJTHOMOYEHHBIM B obOslactu  obecrmeueHHss  0e30MACHOCTH  KPUTUYECKOU
nadopmannoHHOU HHOPACTPYKTYphl Poccuiickoit ®@enepariyiy, MOTYT YCTaHABJINBATh
JOTIOJIHUTEIbHBIE TpeOOBaHUA MO oOecrieueHHI0 06e30IacHOCTH 3HAYUMBIX OOBEKTOB
KPUTHYECKOH WHQOPMAIMOHHOU HWHQPACTPYKTYphI, COZep:Kalie OCOOEHHOCTH
(pyHKIIMOHUPOBAHUSA TAKUX OOBEKTOB B YCTAHOBJIEHHOH cdepe eATeTbHOCTH.

CraTtba 12. OyeHKa 6e30nNacHOCTU KPUTUYECKON MHOPMaLMOHHOMN

MHpaCTPYKTYpbI

1. Omenka 0e30MaCHOCTH KPUTHUYECKONW WHMOPMAIMOHHON WHQPACTPYKTYPHI
ocytecTBiseTcsa dhenepaTbHBIM OPTaHOM HUCIOJHUTEIBHON BJIACTH, YIIOJTHOMOUYEHHBIM
B obOsactu  obecrnieueHuss  (QYHKIMOHUPOBAHUA  TOCYZAPCTBEHHOH  CHUCTEMBI
obHapy»keHUsl, TIpeyIpeXAeHUs U JINKBUAAIUN IIOCJIEICTBUM KOMIIBPIOTEPHBIX aTak Ha
uHpopMannoHHble pecypcbl Poccuiickoit ®eneparuu, B I1eJAX IPOTHO3UPOBAHUA
BO3HUKHOBEHUS BO3MOXKHBIX Yrpo3 0€30ITaCHOCTH KPUTHUUYECKOU HH(MOPMAIOHHOU
MHPPACTPYKTYPHl U  BBIPAOOTKM Mep II0 IOBBIIIEHUIO YCTOMYUBOCTH €€
(pyHKIIMOHUPOBaHUA NIPU NPOBEJIEHUN B OTHOIIIEHUM €€ KOMIIbIOTEPHBIX aTaK.

2. Ilpu ocCyIIecTBJIEHUN OIEHKH 0e30IacHOCTH KPUTHUYECKOW WHGOPMAIMOHHON
UHQPACTPYKTYPHI IPOBOJIUTCSA aHAIUS:

1) /[aHHBIX, TMOJIy9a€MbIX WP HCIIOJIB30BAaHUU CPEJACTB, IpPeIHA3HAUEHHBIX JIA
oOHapy:KeHUs, IPEIYTPEKAEHUs U JIMKBUAAINH TOCIEACTBUNA KOMIBIOTEPHBIX aTaK U
pearupoBaHus Ha KOMIIBIOTEPHbBIE UHITU/IEHTHI, B TOM 4YHcjIe HH(POPMaIuy O HAINYUU B
CETAX BJIEKTPOCBA3U, HMCIOJIb3YyEeMBIX JIJII OPraHU3alii B3aWMOJIENCTBUS OOBEKTOB
KpUTHYeCKOU UH(POPMALIMOHHON NH(PPACTPYKTYPHI, IPU3HAKOB KOMIIBIOTEPHBIX aTaK;

2) wuHbOpPMAIUU, NPEACTABIAEMON CyOBEKTaAMU KPUTHYECKON WH(POPMAIIMOHHOU
UHPPaACTPyKTYyppl U denepabHbIM  OPraHOM  HCIOJHUTEJIBHOU  BJIACTH,
YIOJTHOMOYEHHBIM B obOslactu  obecrneyeHHsi ~ 0€30MACHOCTH  KPUTUYECKOU
uHpopMaunoHHON uHPpPacTpyKTyphl Poccuiickoii ®enepainuy, B COOTBETCTBUM C
nepeudeM HHQOpManuu U B IOPAJKe, OmpeAeaseMbIMU denepaTbHBIM OpPraHOM
HCIIOJIHUTEJIbHOM  BJIaCTH,  YIOJHOMOYEHHBIM B  obOsacté  olecrieueHUs
(pyHKIIMOHUPOBAHUA TOCYIAPCTBEHHON CHCTEMBI OOHAPYKEHUs, MPEAYIPEXAECHUA U
JIMKBUJIAIUM TIOCJIEJICTBUN KOMIIBIOTEPHBIX aTaK Ha WH(GOPMAIMOHHBIE PECYPCHI
Poccuiickoit ®enepanyu, a Tak:ke HHBIMU He SIBJIIONIAMUCS CyObeKTaMU KPUTHIECKOU
HHQOPMAIMOHHOU WHQPACTPYKTYpbl OpraHaMHW U OpraHU3AlUAMU, B TOM UHCIE
WHOCTPAHHBIMU U MEK/IyHapOAHBIMU;

3) CBeJeHUU, TPEACTABIseMBbIX B TOCYJApCTBEHHYI0 CHUCTEMY OOHapy»KeHUH,
NpeynpexeHuss W JIMKBUJAIIMU  TOCJEICTBUA  KOMIIBIOTEDHBIX aTak  Ha
nHdopmannoHHble pecypcbl Poccuiickoii ®enepanuy MO0 UTOraM IPOBEJIEHUS
TOCYZIaPCTBEHHOTO KOHTpOJIA B o0sacTu obecredeHUs OE30MACHOCTH 3HAYUMBIX
00OBEKTOB KPUTHUYECKON WH(POPMAIMOHHON WHQPACTPYKTYphl, O HapyIIEHUHU



TpebOBaHUU 1O obeclieueHUI0 0e30IMacCHOCTH 3HAYUMBIX OOBEKTOB KPHUTHUECKOM
nHOpMaIMOHHOU HH(PPACTPYKTYPHI, B pe3yJIbTaTe KOTOPOTO CO3AAI0TCS IPEAIIOChIIKI
BO3HUKHOBEHUS KOMIIBIOTEPHBIX HHITU/IEHTOB;

4) uHOU MHGOPMAIUH, TTOJIyIaeMoi (deiepaIbHBIM OPIaHOM HCIIOJTHUTEIHHOU BJIACTH,
YIIOJTHOMOUYEHHBIM B obsacTu obGecrieyeHus: (YHKIIMOHUPOBAHUS TOCYJAapCTBEHHOM
cucTeMbl  OOHApyKeHUs, TpeNyIpeXAeHUs U  JIMKBUJAIUH  IOCJIEJICTBUI
KOMIIBIOTEPHBIX aTak Ha WHMOpPMAIMOHHbIE pecypchl Poccuiickori ®eneparuu, B
COOTBETCTBUU C 3aKOHOJIaTeTLCTBOM Poccutickoit ®enepanmu.

3. [I1a peasyim3anyiy MOJIOKEHUH, TPEAYCMOTPEHHBIX YaCTSMU 1 U 2 HACTOAIIEH CTaThH,
(denmepanbHBI OpraH WCIOJHUTEJILHOW BJIaCTH, VIIOJITHOMOYEHHBIH B obJacTu
obecrieuenusi (GYHKIMOHUPOBAHUS TOCYyIAPCTBEHHON  CcHCTeMBbl OOHapy»KeHUs,
NpelynpexJeHuss W JIMKBUJAIIMU IOCJEJCTBUM  KOMIIBIOTEDHBIX aTak Ha
nHdopmannoHHble pecypchl Poccuiickoin @epepanyiv, OpraHu3yeT YCTAHOBKY B CeTAX
BJIEKTPOCBA3M, UCIOJb3yeEMbIX JJIsi OpTraHU3alid B3aUMOJEWUCTBUA OOBEKTOB
KpUTHUUYECKOU MH(OPMAIIMOHHON UHQMPACTPYKTYPbl, CPEACTB, NpeIHA3HAUYEHHBIX JJIA
MOKCKa TPU3HAKOB KOMITBIOTEPHBIX aTaK B TAKUX CETAX 3JIEKTPOCBA3H.

4. B menax pa3paboTKu Mep O COBEPIIEHCTBOBAHHUIO 0€30MACHOCTH KPUTHUUYECKOM
UH(POPMAIMOHHON HHQPPACTPYKTYpPhl (efilepabHbId OpraH HUCHOJHUTEIHbHOU BJIACTH,
YIIOJIHOMOYEHHBIH B oOJyiactu obecrnieueHUs (PYHKIIMOHUPOBAHUS TOCYAAPCTBEHHOMN
CHUCTeMBbl  OOHApy:KeHUs, NpeAyNpeXAeHUs U  JIMKBUJAIUU  IOCJIEJICTBUI
KOMIIBIOTEDHBIX aTak Ha wuHOpMalMOHHbIe pecypchl Poccuiickoit ®@enepanuy,
HaImpaBJisieT B (e/iepaJibHbIN OpraH MCIIOJHUTEJIbHON BJIACTH, YIOJTHOMOUYEHHBIN B
obsactu obecrieueHus 6e3omacHOCTH KPUTHUYECKOHN MHOPMAIIMIOHHOU
uH@pacTpykTypbl Poccuiickoii ®enepanuu, pesyJbTaThl OCYIIECTBJIEHUA OIleHKU
0e30MMacHOCTH KPUTHYECKOH HH(GOPMAITMOHHON HH(PPACTPYKTYPHI.

Ctatbsa 13. NlocyaapcTBeHHbIM KOHTPONb B 06nacTtu obecneyeHust 6esonacHocTu
3HAYMMbIX OGBLEKTOB KPUTUYECKON MH(PpOPMaLIMOHHON MHPACTPYKTYPbI

1. [ocymapcTBeHHBIH KOHTPOJIb B oOOJsiacTh obecriedeHHsi 0O€30IacCHOCTH 3HAYMMBIX
00BEKTOB KPUTHYECKOU WH(POPMAIMOHHON HHQPPACTPYKTYPHl IPOBOAUTCS B IEJIAX
IIPOBEPKU co0JTro/IeHus cyObeKTaMu KPUTHUUYECKOU UHPOPMaALOHHOMN
MHOPACTPYKTYPHI, KOTOPHIM Ha IpaBe COOCTBEHHOCTH, apeH]Ibl WU WHOM 3aKOHHOM
OCHOBAaHUM TMPUHAJJIEKAT 3HAYUMbIE OOBEKTHI KPUTUYECKOW WHGOPMAIIMOHHON
UHPPaACTPYKTYPHI, TpeOOBAHUI, YCTAHOBJIEHHBIX HaCTOAINM PeiepayibHbIM 3aKOHOM U
MPUHATHIMHA B COOTBETCTBUU C HUM HOPMATHBHBIMU IIPAaBOBBIMH aKTaMHU. YKa3aHHBIHN
rOCyZJapCTBEHHBIN KOHTPOJIb IIPOBOAUTCA IIyT€M OCYIIECTBJIEHUSA (¢eJlepaTbHBIM
OpPraHOM WCHOJIHUTEJIbHOU BJIACTH, YIIOJTHOMOYEHHBIM B oOJylactu obecrieueHus
0€30IMMaCHOCTH  KPUTHYECKON WHGPOPMANHOHHON HWH@pPACTpyKTypbl Poccuiickoi
®enepanuu, MIAHOBHIX WIN BHEIJIAHOBBIX IIPOBEPOK.

2. OCHOBaHUEM IS OCYIIIECTBJIEHUS TJIAHOBOU IPOBEPKH SIBJIETCSA HCTEUYEHUE TPEX
JIET CO JHA:

1) BHeCeHU cBeieHUH 00 00beKTe KpUTHUecKol NHGOPMAIIMOHHON NHPACTPYKTYPHI B
peecTp 3HAaUUMBIX 00BEKTOB KPUTUYECKOU NH(POPMAIIMOHHON UHPPACTPYKTYPHI;

2) OKOHYAHUA OCYIEeCTBJIEHUs IIOCJTAEAHEN TIJIAHOBOU IIPOBEPKU B OTHOIIEHUH
3HAUMMOT0 00'beKTa KpUTHUECKOU HHPOPMAITMOHHON NHMPACTPYKTYPHI.

3. OcHoBaHuem JJIA OCYyIIECTBJIEHUA BHEIIJIAHOBOU IIPOBEPKU ABJIACTCA:
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1) HCTeUYeHHEe CpOKAa BBINOJHEHUS CYOBEKTOM KpPUTUYECKOW HH(OpPMaIMOHHON
MHOPACTPYKTYPHl BBIIAHHOTO (pelepaIbHBIM OPraHOM HCIIOJTHUTEJIBHOM BJIACTH,
VIOJIHOMOYEHHBIM B  obsyactu  obecmeueHusi  0O€30MACHOCTH  KPUTHUYECKOU
naopmanmoHHOU uH@pPacTpyKTypbl Poccuiickoii ®eneparum, npeanucaHus o0
yCTpaHEHWHU BBISABJIEHHOTO HapylleHus TpeboBaHUN 1O obecrieueHUI0 0e30MacHOCTHU
3HAYMMBbBIX O0BEKTOB KPUTHUYECKOH HHGPOPMAITUOHHON NHMPACTPYKTYPHI;

2) BO3HUKHOBEHHE KOMIIBIOTEPDHOTO WHIIM/IEHTA, TIIOBJIEKIIETO HETaTHBHBIE
MOCJIEACTBUS, HAa  3HAYUMOM  OOBeKTe  KpUTHUYecKOU  HHGPOPMAIMOHHOMN

UHDPaACTPYKTYPHI;

3) mpukas (pacmopsikeHue) pPyKoBoAUTess ¢e/lepaIbHOTO OpraHa HCIIOJIHUTEIHHOMN
BJIACTH, YIIOJTHOMOUYEHHOTO B o00Osacth oOecriedeHHWss Oe30IacHOCTA KPUTHYECKOU!
uHOpPMallMOHHON  HWHPaAcCTPyKTyphl  Poccuiickoii ®eneparuu, uU3JIAaHHBIM B
cooTBeTcTBUU ¢ 1opyueHueM Ilpesmmenta Poccuiickoii  ®Denmeparum  wWin
[IpaBuTenbcTBa Poccuiickoit @ezepanuu b0 Ha OCHOBAHUHU TPEOOBAHUSA MPOKypoOpa
00 OCyIecTBJIEHUM BHEIUIAHOBOW IIPOBEPKM B paMKaxX IIPOBEJIEHUs Ha/A30pa 3a
HCIIOJTHEHUEM 3aKOHOB II0 IIOCTYIHBIIMM B OpraHbl HPOKYypaTypbl MaTephajiaM Hu
obOpareHusIM.

4. Ilo wToram mJIaHOBOM WJIM BHEIUIAHOBOW NPOBepKU (elepaJibHbIM OpPraHOM
HICIIOJTHUTEJIPHON BJIACTH, YIIOJTHOMOYEHHBIM B 00J1acTH oOecrieueHuss 0Oe30IMacHOCTH
KpUTHYeCcKOM uH@oOpManmoHHONW  wHpacTpyKTyphl  Poccuiickoir  ®eneparuu,
COCTaBJISETCS aKT IIPOBEPKU 10 YTBEPKAEHHOU YKa3aHHBIM OpraHoM ¢dopMme.

5. Ha ocHOBaHMU aKTa HpOBEpPKU B cjydyae BBIABJIEHUS HapylleHUsA TpeOOBaHUM
Hacrosmero ®eziepasbHOTO 3aKOHA U NPUHATHIX B COOTBETCTBUU C HUM HOPMAaTUBHBIX
MPABOBBIX AKTOB MO O0eCreYeHHI0 0e30MacCHOCTH 3HAYHUMBIX OOBEKTOB KPUTHUECKOM
UHPOPMAUMOHHON UHQPPACTPYKTYphl (peflepabHbIM OpPTraH HUCIOJHUTEJIBbHOU BJIACTH,
VIOJTHOMOYEHHBIE B oOsactu  obecrieueHusi  0€30MACHOCTH  KPUTUYECKOU
nHGOpPMAMOHHON WHOpAcTpYKTYpsl Poccuiickoit ®exepanum, BbIAAET CYOBEKTY
KPUTHYECKOH WH(POPMANMOHHON WHOPACTPYKTYPHI IMpeANucaHue 00 yCTpaHEHWU
BBIAIBJIEHHOT'O HapyIIeHUs C YKa3aHUEeM CPOKOB ero yCTPaHEeHUs.

CrtaTtbA 14. OTBETCTBEHHOCTb 3a HapyLleHne TpeboBaHUN HACTOALEro
depepanbHOro 3aKoOHa U NPUHATBLIX B COOTBETCTBUMU C HUM UHBIX HOPMaTUBHbIX
NpaBOBbLIX aKTOB

Hapymenune TtpeboBanuii Hacrtosmero @®enepajibHOrO 3aKOHA W IPUHATHIX B
COOTBETCTBUU C HHUM HWHBIX HOPMATHUBHBIX ITPABOBBIX AaKTOB BJIEUET 3a COOOU
OTBETCTBEHHOCTDb B COOTBETCTBUHU C 3aKOHO/IaTeIbCTBOM Poccuiickoit Pesepaniiu.

Cratbsa 15. BectynneHue B cuny Hactosiwero ®enepanbHOro 3akoHa
HaCTOHIIII/Iﬁ (I)ellepaJIbeIf/JI 3aKOH BCTYIIA€T B CHUJLYy C 1 AHBaApA 2018 roaa.

IIpesunent
Poccutickout ®eneparnuu
B.Ilytun

MockgBa, Kpemiib
26 u10JI 2017 roga

Ne 187-03



© MaTtepwuan ns CnpaBoyHon cuctemMbl «ObpasoBaHme»
mini.1lobraz.ru
[aTta konunposanusa: 13.09.2018



